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SFTP Setup and PO Backed Coupa Bulk Upload File

In this job aid:
v" SFTP Setup and PO Backed Coupa Bulk Upload File

This document is a step-by-step guide on how to integrate your Coupa Supplier Portal account with FTP Client to
submit Invoices via SFTP. The Integration will help Suppliers to quickly transmit Invoices to DaVita.

SFTP Setup and PO Backed Coupa Bulk Upload File

* Generate “Public Key” and “Private Key” using PuTTY Gen
* Load Public Key into Coupa Supplier Portal

* Generate Credentials for FTP Client

e Establish a Connection between your FTP Client and Coupa
* Populate the PO Backed Coupa Bulk Upload File

* Submit the PO Backed Coupa Bulk Upload File to DaVita

Generate “Public Key” and “Private Key”

1. Open PuTTY Gen, create Public and Private Keys by selecting “Generate”. Keys are generated in pairs.
2. Wiggle your mouse to make the Public and Private Keys.
Note : If you don’t have PUTTY Gen in your system, you can download it by navigating to

PuTTYgen Download

Q PuTTY Key Generator
File Key Conversions Help

Key

Please generate some randomness by moving the mouse over the blank area.

Actions

Generate a public/private key pair
Load an existing private key file

Save the generated key

Parameters

Type of key to generate:

Number of bits in a generated key:
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SFTP Integration steps for Invoice Transmission

Generate “Public Key” and “Private Key”
3. Once your Public and Private Keys have been generated, the public key will appear in the PuTTY Key

Generator window.
4. To save, copy the entire Public Key from the PuTTY Key Generator window.

Note : It is best practice to save Public Keys as *.txt files in order to load them into Coupa. DO NOT save
via the “Save public key” button as this will lead to errors.

i" PUTTY Key Generator

File. Key Conversions Help

Key
Public key for pasting into OpenSSH authorized keys file:

16Jjgn028PL1TPbralGD1eRzU5IqopRLTLLJ0eNh5gX3uxGhveZMNIIVSYm3IhISMNkdHVKDTSrZpJ91cgzItu0Qv8mF

Key fingerprint: ssh-rsa 2048 SHAZ56:QSHqQW3BM1jUNISVUeybN3CE+pon3AXLJUSTKEZ1xXy | UC

Key comment: rsa-key-20230110

Key passphrase:

Confirm passphrase:

Actions

Generate a public/private key pair Generate

Load an existing private key file Load

Save the generated key Save public key Save private key
Parameters

Type of key to generate: N - - ) 6

O RsA ) DSA _) ECDSA _) EdDSA _) SSH-1 (RSA)

Number of bits in a generated key: 2048

3. Open a Notepad on your desktop.
4. Paste the Public Key into the empty Notepad.

E *Untitled - Notepad
File  Edit  View &3

ssh-rsa AAAAB3NzaClyc2EAAAADAQABAAABAQCg31dAuyuCBHVHMtuiSV4byAIbkuBq7Ht/Dq3/WmutLhON5z8Xf6DoBuhcad3aRrwQXt4dbrkFKYo3mefTrCgwwlpIvjuiHi

5. Save the Notepad as a *.txt file on your desktop with a descriptive name such as “DaVita Coupa

Public Key”.
6. Save the Private Key by selecting “Save private key” in the PUTTY Key Generator window. Place the
*.ppk file on your desktop with a descriptive name such as “DaVita Coupa Private Key”.
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Load Public Key into Coupa Supplier Portal

1. Open an internet browser and navigate to Coupa Supplier Portal (coupahost.com)

2. Insert your login credentials to sign in.

3. Gotothe “Setup” Tab at the top right of the Coupa Home page.

{'9 New: Exclusive disc ts for your business to thank you for being a part of the Coupa Community b 4
Action needed: Compiete your profile to get paid faster and get discovered Leam More ANnnouncement (
Profile Progress st Updated
P = = <¥ start saving today!
drafile <iimmar
- e N e Expiore deails for your company, exclusive to the
Coupa Comir
%% L 3&‘ erge Account
2 1 A acc have bee d
ecal E o e s ., | CONpa Merge these ac to re =
=8 - f stome arm
TEST_ S ie
Plynarenska
Bratislava S rakia 82101
—d t = = Slovakia

4. Select “SFTP Accounts” from the menu on the left.

z,2coupa

Home Profile Orders Service/Time Sheets ASN Invoices Catalogs Business Performance Sourcing

Admin Users ——r

Users Permissions Customer Access

ASNs DaVita Inc - DEV ENV

Edit
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Load Public Key into Coupa Supplier Portal

5. Navigate to “SFTP Data to Customers”.
6. Click “Add” to insert credentials and upload your *.txt Public Key generated by PuTTY Gen.

sFTP Data to Customers
This option allows you to create an sF 1P to send invoices to your customers who have elected to provide this service
Select Customer DaVita Inc - DEV ENV
Usermame Hostmame Actions
I eshare-u en e-te pat n ”

sFTP Data from Customers

This option allows you to add a connection to your sF TP to receive invoices from selected customers subscribed to Coupa’s compliance as a service offering
Contact your customer for more information. Vie r t =

Usermame Server Action

Generate Credentials for FTP Client

1. Select the pencil icon next to your SFTP account to Edit. Click “Regenerate Password” to generate login
credentials for your FTP Client.

Admin

sFTP Data to Customers

This option allows you to create an sFTP to send invoices to your customers who have elected to provide this servic

m g

Edit sFTP Account

Hostname fleshare-us-sensitive-test c
nce ~ Regenerate Password
SSH Key (optiona
Choose File | pubkey txt
e
Lo—.od=.-du

-

sFTP Data from Customers
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Generate Credentials for FTP Client

2. Copy “Username”, “Hostname” and “Password”.

Admin

sFTP Data to Customers

his option allows you to create an sSFTP to send invoices to your customers who have elected to provide this service

Select Customer N ¢ NEV E

DaVita Inc - DEV ENV

sFTP Account

ime catalog-testing-davita-dev
Hostname

Your password is found below (waming: Copy and store password securely as it is only shown once

Establish a Connection between your FTP Client and Coupa

n  u

1. Open your FTP Client and insert “Username”, “Hostname” and “Password” copied from Coupa
Supplier portal. Select “Advanced”.

Note: If you don’t have an FTP Client, you can use WinSCP and download it by navigating to the below
website

WinSCP :: Official Site

'ﬂ ; 'ﬂ} Login — X
Local M: [EiNew Site Session
| & Coupa File protocol:
Ef NewS Sl Y
= My dc Host name: Port number: T
fileshare-us-sensitive-test-coupahost 223
C:\Users\cl
r——— User name: Password:
Namg catalog-testing-davita-dev ecccsccceoe R
t
Custom Save v Advanced... |w¥
Installat
OneNoj
SAP
Sitepre|
118350
@ DaVita |
B DVA Cg
|
0B of 76.5 Tools v Manage v ElLogin A 4 Close Help
| Not conne| Show Login dialog on startup and when the last session is closed I
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Establish a Connection between your FTP Client and Coupa

2.  An “Advanced Site Settings” window will open. Choose authentication from the menu on the left.

3. Click on the “...” and browse to select the private key file (*.ppk) that was saved to your desktop.

4. Select “OK”.

| |Environment
| Directories
N Recycle bin
= Encryption
SFTP
~Shell
Connection
~Proxy

Lurnici
SSH
-Key exchange
- Authentication
~Bugs
Note

5

l Color v

(] Bypass authentication entirely
Authentication options

Attempt authentication using Pageant
& Attempt 'keyboard-interactive' authentication

Respond with a password to the first prompt

Authentication parameters
(] Allow agent forwarding 3
Private key file:

Display Public Key Tools hd

GSSAPI
Attempt GSSAPI authentication

(] Allow GSSAPI credential delegation

4

OK ‘ Cancel Help

5. Save DaVita as a site in WinSCP, a descriptive name like “DaVita Coupa” can be assigned. Saving this
site will make the login process easier in the future as you will not have to assign the private key

during each session.

6. Select “Login”.

L m)

-,

i New Site
& DaVita Coupa

Tools -

Session

File protocol:

SFTP v

Host name: Port number:

fileshare-us-sensitive-test-coupahost 223

User name: Password:

catalog-testing-davita-dev ey

Save ‘V 5 Advanced...

Manage v ‘ ElLogin v ‘ Close Help

Show Login dialog on startup and when the last session is closed
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Establish a Connection between your FTP Client and Coupa

7. You should see a window with two file browsers — the file browser on the left represents the files on
your desktop, the file browser on the right represents the folder structure for Coupa. If you see the
file browser on the right for Coupa, congrats you have successfully connected to Coupa from your FTP

client!

"8,/ - DaVvita Coupa - WinSCP - o bd
Local Mark Files Commands Session Options Remote Help

& (@ Synchronize Blg® & Queue ~ Transfer Settings Default - &-

) DaVita Coupa X Ed MNew Session

My documents -3 -M- DR T / <root> i -M- - @2 O Find Files 't
New~ [+ - ¥ # Download - K 7L Properties New~ [+ — ¥

C:\Users), \Documents), /

Name : Size Type Changed Mame h Size Changed Rights

1 Parent directory 12/30/2022 1 =« .. 12/14/2022 8:55:03 AM r-XI-Xr-X
Custom Office Templa... File folder 7/28/2021 10 Archive 12/14/2022 8:55:03 AM T=XI=Xr-X
Installation File folder 8/16/2021 4 Incoming 8 12/14/2022 8:55:03 AM TWXIWXT
OneNote Notebooks File folder 7/26/2021 & Outgaoing 12/14/2022 8:55:03 AM TWXIWXT
SAP File folder 3/29/2022 11
SiteprepTemp File folder 10/5/2021 1«

B Adobe Acrobat Do... 7/26/2021 6:!

B- DaVita Coupa Loader ... 1 KB Microsoft Excel Co... 8/22/2022 9:!

B DVA Coupa PO Backe... 1 KB Microsoft Excel Co... 8/31/2022 84

Your Desktop Coupa

| « I »

0B of 76.5 KB in 0 of 8 3 hidden 0Bof0Bin0of3 1 hidden

SFTP-6 0:01:36

8. Next, we will navigate to the correct folder within the Coupa file structure. Double click on the
“Incoming” folder, then double click on the “Invoices” folder.

9. You are in the correct folder if “/Incoming/Invoices/” is at the top of the Coupa file browser. This is
where complete PO Backed Coupa Bulk Upload files will be placed to create invoices.

'-g Invaoices - DaVita Coupa - WinSCP - O x|
Local Mark Files Commands Session Options Remote Help
& (@ Synchronize Bl Queue - Transfer Settings Default - &~
2 DaVita Coupa X & Mew Session
=My documents -@E-m- =l - Invoices @AM e~ & [ fr @ | & Find Files T
New~ [+ v New -
Ch\lUsersh A\Documentsh, /Incoming/Invoices/ 9
Mame Size Type Changed MName Size Changed Rights
2l Parent directory 12/30/2022 1 «~ | 12/14/2022 8:55:03 AM PWXPWXT
Custom Office Templa... File folder 7/28/2021 10
Installation File folder 8/16/2027 4«
OneMote Notebooks File folder 7/26/2021 6
SAP File folder 3/29/2022 11
SiteprepTemp File folder 10/5/2021 1
| Adobe Acrobat Do... 7/26/2021 6!
B DaVita Coupa Loader ... 1 KB Microsoft Excel Co... 8/22/2022 9!
B DVA Coupa PO Backe... 1 KB Microsoft Excel Co... 8/31/2022 8.
- 0 7 « »
0Bof 76.5KBin 0 of 8 3 hidden 0Bof0Bin0of0
SFTP-b 0:00:26
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Create the PO Backed Coupa Bulk Upload File
Submit the PO Backed Coupa Bulk Upload File to DaVita

1. The file will appear in the browser.

LA
%

Local Mark Files Commands Session Options Remote Help
T & (2 Synchronize Blg® F Queue - Transfer Settings Default - @ -
B DaVita Coupa X B4 Mew Session

T My documents - (& ~-M - i e | T Invoices ~ (5 -~ & 7 it K, Find Files T
MNew~ [+ i Mew~ [+ i
C\Users) \Documents), fncoming/Invoices/
Name ' Size Type Changed Mame ’ Size Changed Rights
td . Parent directory 1/6/2023 11+ = .. 12/14/2022 8:55:03 AM WX
Custom Office Templa... File folder 7/28/2021 1C 8- SFTP Testing PO Backe... 1KB 1/10/2023 10:53:55 AM rw-r--r -
Installation File folder 8/16/2021 4w
OneMote Notebooks File folder 7/26/2021 6
SAP File folder 3/29/2022 11
SiteprepTemp File folder 10/5/2021 1
A 76 KB Adobe Acrobat Do.. 7/26/2021 &
B DaVita Coupa Loader ... 1 KB Microsoft Excel Co... 8/22/2022 9!
B DVA Coupa PO Backe... 1 KB Microsoft Excel Co... 8/31/2022 8:
| ]
0Bof 76.5KBin 0 of 8 3 hidden OB of 598 B in 0 of 1
SFTP-6 0:01:43

2. Check for the invoice in CSP. SFTP loaded invoices many take a couple minutes to appear, your FTP
Client will sweep the “/Incoming/Invoices/” folder every few minutes.

Home  Profile  Orders  Service/Time Sheets  ASN l Invoices ] Catalogs  Business Performance  Sourcing  Add-ons  Setup

ines Payment Receipts

Select Customer DaVita Inc - DEV ENV - SFTP Testing CAH
Invoices
Create Invoices @
Create Invoice from PO Create Credit Note

Invoice # Created Date Status PO# Total Unanswered Comments Dispute Reason Actions

I SFTP-Test-1234  01/10/23 Pending Approval DVA-00291912  400.00 USD No

3. If a few minutes pass and you do not see recently SFTP loaded invoices, there may be an error with
the Bulk Upload File. Follow the steps in the Troubleshooting section beginning on the next page to
resolve.

Revised 01/10/2023 For questions contact DaVitaCoupaSuppliers@davita.com
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Troubleshoot Upload Via SFTP

1. If a few minutes pass and you do not see recently SFTP loaded invoices, there may be an error with

the Bulk Upload File.
2. Navigate to the “Setup” tab in the CSP.
3. Select “SFTP File Errors (to Customers)” from the menu on the left.

4. Choose “Click for Errors” to investigate your Bulk Upload File.

Home  Profile  Orders  Service/Time Sheets  ASN Invoices  Catalogs  Business Performance  Sourcing  Add-ons

Admin Customer Setup Connection Requests

Admin

sFTP File Errors (to Customers)
Users

Merge Requests Select Customer DaVita Inc - DEV ENV - SFTP Testing CAH

Legal Entity Setup SFTP File Upload Errors

Coupa Verified

Search

Fiscal Representatives

File Name Created Date Upload Errors
Remit-To
ISFTF‘_Testirg_PO_Backed_Loader_:ile csv 01/10/23 07:57 AM Click for Errors

Terms of Use
Perpage 15 | 45 | 90
Payment Preferences w
Static Discounting

sFTP Accounts

cXML Errors

sFTP File Errors (to
Customers)

sFTP File Status (from
Customers)

5. A window will open with details indicating the errors associated with the Bulk Upload File. For this
example, notice that supplier indicated in the Bulk Upload File must match the supplier on the PO.

sFTP File Errors (to Customers)

Select Customer DaVita Inc - DEV ENV - SFTP Testing CAH v

Show details

Upload Cempleted With Errors. 1 row processed, creating 0 new rows and updating 0 rows.

The system found 6 errors in lines when attempting to load the entire file. The following rows were not saved.

Record Field Your Value Error

Row 4 contract Facility No. 00167 - Seasonal Snow Contract should match supplier contracts

: Removal Contract

Row 4 order_line = PO Line must have the same supplier as the
: invoice

Row 3 invoice_lines contract  false Invoice lines contract should match supplier
: contracts

Row 3 invoice_lines.order_line false Invoice lines order line must have the same

e A

Row 3 supplier SFTP Testing CAH Supplier must match the order supplier

Row 3 supplier SFTP Testing CAH Supplier must match the order supplier

Revised 01/10/2023 For questions contact DaVitaCoupaSuppliers@davita.com
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Troubleshoot Upload Via SFTP

6. Compare POs in the CSP to content in the Bulk Upload File. In our example, notice that the PO
number in the CSP does not match the PO number used in the Bulk Upload File.

Purchase Order £ DVA-00291912

General Info Shipping
Status Issued - Sent via Email Ship-To Address 50 Upgrade street
Order D 0110123 50 Upgrade street?
r 0110/
rer ate TS San Mateo, CA 11111
Revision Date 01/10/23 United States
N . Location Code: 00061
Requester Christian Harris Attr: Christian Harris
Email christian a harris@accenture.com Phone 2532721916
LAN
Payment Term
Project Code Terms Ground
Attachments

Acknowledged O

A B C D E F G H | J K L M N (0]
1 Invoice Invoice Number® Supplier Name  Supplier Number Status Invoice Date* Submit for Approval Misc Amount Shipping Amount Handling Amount Line level Taxation* Tax Amount Tax Rate Tax Code Tax Rate T
2 Invoice Line Invoice Number*® Supplier Name  Supplier Number Line Number Description®* Price* Quantity Unit of Measure* PO Number PO Line Number
3 Invoice SFTP-Test-1234  SFTP Testing CAH SFTP-CAH 1/10/2023 Yes No
4 |Invoice Line SFTP-Test-1234  SFTP Testing CAH SFTP-CAH 1 SFTP Testing 100 4 EA DVA-00291911 1

7. Update the Bulk Upload File to resolve all errors. In this example, the PO number is corrected.

A B C D E F G H I J K L
1 |Invoice Invoice Number* Supplier Name  Supplier Number Status Invoice Date* Submit for Approval Misc Amount Shipping Amount Handling Amount Line level Taxation® Tax Amount
2 Invoice Line Invoice Number* Supplier Name  Supplier Number Line Number Description* Price* Quantity Unit of Measure* PO Number PO Line Number
3 Invoice SFTP-Test-1234  SFTP Testing CAH SFTP-CAH 1/10/2023 Yes No
4 |Invoice Line SFTP-Test-1234  SFTP Testing CAH SFTP-CAH 1 SFTP Testing 100 4 EA DVA-00291912 1
=

8. Save the updated Bulk Upload File, drag and drop the file into your FTP client.

9. Ifall errors have been resolved, the invoice(s) will appear in the CSP after a few minutes.

Home  Profile  Orders  Service/Time Sheets  ASN Ismma | Catalogs  Business Performance  Sourcing  Add-ons  Setup

Select Customer DaVita Inc - DEV ENV - SFTP Testing CAH
Invoices
Create Invoices @
Create Invoice from PO Create Credit Note

Invoice # Created Date Status PO# Total Unanswered Comments Dispute Reason Actions

I SFTP-Test-1234  01/10/23 Pending Approval DVA-00291912  400.00 USD No
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