
 

 

 

 

 

 

 

 

 

Vendor Protected Health Information Policy 
 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



 
 

VENDOR PROTECTED HEALTH INFORMATION POLICY 
 
 

Property of DaVita Inc.                                  Confidential and Copyrighted 2010-2020 

Table of Contents 
 

I. Purpose 

II. Glossary of Terms 

III. Policies 

IV. Procedures 

V. Contact Information 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



 
 

VENDOR PROTECTED HEALTH INFORMATION POLICY 
 
 

Property of DaVita Inc.                                  Confidential and Copyrighted 2010-2020 

I. PURPOSE: To provide Vendors with guidelines on access, use, disclosure, and 
protection of DaVita Inc.’s Protected Health Information (PHI) in accordance with 
HIPAA, specifically 45 CFR §§ 164.502(e) and 164.504(e), and in accordance with 
the VA Privacy Requirements. 
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II. GLOSSARY OF TERMS:  

For all other capitalized terms used, but not otherwise defined, herein have the 
meanings ascribed to them in HIPAA. 

TERM DEFINITION 

Amendment 
Request 

A request made by a patient or a patient’s Personal Representative 
to DaVita’s Business Associate to change certain information 
contained in the patient’s medical record. 

Breach The acquisition, access, use, or disclosure of PHI in a manner not 
permitted by HIPAA or applicable state law, which compromises 
the security or privacy of the PHI. 

Business Associate 
 

A Vendor who has entered into a Business Associate Agreement 
with a Covered Entity (such as DaVita), and: 

a. On behalf of the Covered Entity, creates, receives, 
maintains or transmits PHI for a function or activity 
regulated by HIPAA, including but not limited to claims 
processing or administration, data analysis, processing or 
administration, utilization review, quality assurance, 
patient safety activities, billing, benefit management, 
practice management, and repricing; or 

b. Provides legal, actuarial, accounting, consulting, data 
aggregation, management, administrative, accreditation 
or financial services to or for the Covered Entity, where 
the provision of the service involves the disclosure of 
PHI from the Covered Entity, or from another Business 
Associate of the Covered Entity, to the Vendor. 

c. Business Associate includes: 
i. A Health Information Organization, E-prescribing 

Gateway, or other person that provides data 
transmission services with respect to PHI to a 
Covered Entity and that requires access on a 
routine basis to such PHI;  

ii. A person that offers a personal health record to 
one or more individuals on behalf of a Covered 
Entity; and 

iii. A Subcontractor that creates, receives, maintains, 
or transmits PHI on behalf of a Covered Entity’s 
Business Associate. 
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d. Business Associate does not include a health care 
provider, with respect to disclosures by a Covered Entity 
health care provider to another health care provider 
regarding the Treatment of a patient. 

Business Associate 
Agreement (BAA) 

An agreement between a Vendor (Business Associate) and DaVita 
(Covered Entity), governing the Vendor’s use or access of DaVita’s 
PHI accessed in the process of delivering the goods and/or services 
covered by the Services Agreement. 

DaVita DaVita Inc., and its affiliates and subsidiaries. 

De-identified Data Data that is considered anonymous under HIPAA when:  
a. The identifiers of the patient and of the patient’s 

relatives, employers and household members, are 
completely removed and DaVita has no knowledge that 
the information could be used alone or in combination 
with other information to identify a patient, as defined at 
45 CFR § 164.514; OR 

b. A qualified Statistician determines, and documents the 
methods and analysis leading to such determination, that 
the risk is very small that the information could be used, 
alone or in combination with other reasonably available 
information, by an anticipated recipient, to identify a 
patient who is the subject of the information. 

HIPAA (to be 
inclusive of 
HITECH) 

Health Insurance Portability and Accountability Act of 1996, the 
“Privacy Rule” (45 CFR Parts 160 and 164, subparts A and E), the 
“Security Rule” (45 CFR Part 164, subparts A and C), and the 
federal “Breach Notification Rule” (45 CFR Part 164, subpart D), 
as amended or added by the Health Information Technology for 
Economic and Clinical Health Act (“HITECH”) and its implementing 
regulations (collectively “HIPAA”). 

IT Resources All hardware and software including, but not limited to, host 
computers, files, applications, communications, email, fax, 
intranet, print servers, Workstations, stand-alone computers, 
laptops, handhelds, mobile phones, printers, software, hubs, 
switches, routers, cables, and all other internal and external 
computer and communications resources and devices which may 
receive, transmit, and/or store DaVita PHI. 

Limited Data Set PHI that excludes the following direct identifiers of the patient or 
of relatives, employers or household members of the patient: 

a. Names; 
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b. Postal address information, other than town or city, 
state, and zip code; 

c. Telephone numbers; 
d. Fax numbers; 
e. Electronic mail addresses; 
f. Social security numbers; 
g. Medical record numbers; 
h. Health plan beneficiary numbers; 
i. Account numbers; 
j. Certificate/license numbers; 
k. Vehicle identifiers and serial numbers, including license 

plate numbers; 
l. Device identifiers and serial numbers; 
m. Web Universal Resource Locators (URLs); 
n. Internet Protocol (IP) address numbers; 
o. Biometric identifiers, including finger and voice prints; 

and  
p. Full face photographic images and any comparable 

images. 
Marketing a. Marketing includes: 

i. A communication about a product or service that 
encourages recipients of the communication to 
purchase or use the product or service. 

ii. An arrangement between a DaVita business and 
any other person or company whereby the DaVita 
business discloses PHI to the other person or 
entity, in exchange for money or other form of 
reimbursement, so the person or company can 
contact patients or their Personal 
Representatives about its own product or service 
and encourage them to purchase the product or 
service. 

b. Marketing does not include communications about 
products or services with patients or their Personal 
Representatives when: 

i. A communication is made to provide refill 
reminders or otherwise communicate about a 
drug or biologic that is currently being prescribed 
for the patient, but only if any Financial 
Remuneration received by DaVita in exchange for 
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making the communication is reasonably related 
to the cost of making the communication. 

ii. A communication is made for the following 
Treatment and Health Care Operations purposes 
of the DaVita, except where DaVita receives 
Financial Remuneration in exchange for making 
the communication: 

1. For Treatment of a patient by a health 
care provider, including for case 
management or care coordination for the 
patient, or to direct or recommend 
alternative treatments, therapies, health 
care providers or settings of care to the 
patient; 

2. To describe a health-related product or 
service (or payment for such product or 
service) that is provided by, or included in 
a plan of benefits of, DaVita, including 
communications about: the entities 
participating in a health care provider 
network or health plan network; 
replacement of, or enhancements to, a 
health plan; and health-related products 
or services available only to a health plan 
enrollee that add value to, but are not 
part of, a plan of benefits; or 

3. For case management or care 
coordination, contacting of patients or 
their Personal Representatives with 
information about Treatment 
alternatives, and related functions to the 
extent these activities do not fall within 
the definition of treatment. 

Minimum 
Necessary 

The most minimal amount of PHI that would reasonably be 
needed to accomplish an intended use, disclosure or request. 

Personal 
Representative 

An individual who is legally appointed, designated and/or 
authorized pursuant to state law to: (a) make health care decisions 
on behalf of a patient, or (b) act on behalf of a deceased individual 
or a deceased individual’s estate. In the case of a VA Patient, the 
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term “Personal Representative” shall mean a VA Patient Personal 
Representative, as defined at 38 CFR § 1.576(d). 

Protected Health 
Information (PHI):  

Any individually identifiable information that is maintained or 
transmitted about a patient in any form, including electronic, that: 

a. Is created or received by a health care provider, health 
plan, public health authority, employer, life insurer, 
school or university, or health care clearinghouse; 

b. Relates to the past, present or future physical or mental 
condition of an individual; the provision of health care to 
an individual; or the past, present or future payment for 
the provision of health care to an individual; and 

c. Identifies or could be used to identify an individual. 
Secretary The Secretary of Health and Human Services (HHS) or any other 

officer or employee of HHS to whom Secretarial authority has 
been delegated. 

Security Incident The attempted or successful unauthorized access, use, disclosure, 
modification, or destruction of information or interference with 
system operations in an information system. 

Services 
Agreement 

Documented agreement and/or other arrangement pursuant to 
which a Vendor provides products and/or services to DaVita that 
may require Vendor to access, create and use health information 
including but not limited to PHI that is protected by state and/or 
federal law. 

Subcontractor A person to whom a Business Associate (Vendor) delegates a 
function, activity, or service otherwise required to be performed 
by the Business Associate under its Services Agreement or BAA 
with a Covered Entity (DaVita), other than in the capacity of a 
Teammate of such Business Associate. 

System of Records Any group of records under the control of a Federal agency or its 
contractors from which information may be retrieved by the name 
of the individual, or by some identifying number, symbol, or other 
personal identifier. The maintenance of a System of Records is 
published by a notice in the Federal Register. Single records or 
groups of records which are not retrieved by a personal identifier 
are not part of a System of Records. Papers maintained by 
individual employees of the Federal agency (or its contractors) 
which are prepared, maintained, or discarded at the discretion of 
the employee and which are not subject the Federal Records Act 
(44 U.S.C. 2901) are not part of a System of Records, provided 
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that such personal papers are not permitted to be accessed or 
reviewed by persons not sworn to confidentiality. 

Teammate Employees and other persons whose conduct, in the performance 
of work for DaVita, is under the direct control of DaVita, whether 
or not they are paid by DaVita. The term “Teammates” excludes 
volunteers, trainees, student interns and Medical Directors. 

Third Party An individual other than: 
a. The patient or the patient’s Personal Representative;  
b. DaVita Inc.; or 
c. A Teammate of DaVita Inc. 

Unsecured PHI PHI that is not rendered unusable, unreadable, or indecipherable 
to unauthorized persons through destruction of the PHI or 
encryption of the PHI, or such other technologies or 
methodologies specified by the Secretary from time to time. 

VA United States Department of Veterans Affairs. 

VA Contractor Any entity that is party to a written agreement with the VA, 
whereby such entity agrees to provide services to VA Patients. 

VA Patient A veteran or any other individual for whom the VA pays for 
medical care. 

VA Privacy 
Requirements 

The privacy requirements applicable to VA Records set forth in 
the Privacy Act, the VA Confidentiality of Medical Quality-
Assurance Records Statute, the VA Confidentiality of Certain 
Medical Records Statute, and the VHA Handbook. 

Vendor Persons or organizations that provide, or seek to provide, goods 
or services directly to DaVita patients, DaVita teammates, 
volunteers, trainees, and other persons who conduct work on 
behalf of DaVita , and in the performance of work on behalf of 
DaVita are under the direct control of DaVita , whether or not 
they are paid by DaVita, or DaVita or one of its affiliated entities. 
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III. POLICIES: 

1. Teammates must follow all applicable DaVita policies prior to disclosure of 
DaVita PHI to any Vendor, including obtaining appropriate approvals. 

2. Vendors who are acting in the capacity of a Business Associates are subject to, 
and must comply with, the applicable requirements of HIPAA, specifically 45 
C.F.R. 164.502(e), the VA Privacy Requirements, and the underlying Services 
Agreement. 

3. Notwithstanding anything in this Policy and Procedure to the contrary, each 
Vendor who is acting in the capacity of a Business Associate and who operates 
a VA System of Records on behalf of DaVita is required to have policies and 
procedures in place to comply with the provisions of the VA Privacy 
Requirements, as if such Vendor were a VA Contractor (i.e., an employee of the 
VA). 

4. Vendors must sign a BAA before DaVita will allow access, use and/or disclosure 
of DaVita PHI. 

5. Vendors must have appropriate policies and procedures regarding access, use, 
disclosure and safeguarding of DaVita PHI. 

6. In the event DaVita knows of a pattern of activity or practice of a Vendor who 
is acting in the capacity of a Business Associate that constitutes a material 
breach of the BAA, HIPAA, the VA Privacy Requirements, or DaVita’s policies, 
DaVita will take any and all reasonable steps to remedy the breach or end the 
violation, up to and including termination of Service Agreements, if feasible. 

7. Vendors will make available DaVita PHI so that DaVita may satisfy its obligation 
to provide patients and their Personal Representatives the right to access the 
patients’ PHI maintained in a Designated Medical Record Set. Provision of 
access will be addressed in accordance with the terms of their Services 
Agreement and BAA with DaVita, any applicable policies and procedures of 
DaVita, and HIPAA. 

8. Vendors will make available DaVita PHI so that DaVita may satisfy its obligation 
to provide patients and their Personal Representatives the right to amend the 
patients’ PHI maintained in a Designated Medical Record Set. Provision of 
Amendment Request will be addressed in accordance with the terms of their 
Services Agreement and BAA with DaVita, any applicable policies and 
procedures of DaVita, and HIPAA. 

9. Vendors will make available DaVita PHI in their possession so that DaVita may 
satisfy its obligation to provide patients and their Personal Representatives the 
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right to an accounting of disclosures of the patients’ PHI for up to six years (or 
such shorter time period at the request of the patient or Personal 
Representative) prior to the date the request for accounting was made. 
Provision of access will be addressed in accordance with the terms of their 
Services Agreement and BAA with DaVita, any applicable policies and 
procedures of DaVita, and HIPAA. 

10. To the extent the Vendor is obligated under the Service Agreement to carry out 
one or more of DaVita’s obligations under HIPAA or the VA Privacy 
Requirements, the Vendor will comply with the HIPAA requirements and VA 
Privacy Requirements that apply to the DaVita in the performance of such 
obligations. 

11. Vendors must make their internal practices, books, and records relating to the 
use and disclosure of DaVita PHI received from, or created or received by the 
Vendor on behalf of, DaVita available to the Secretary for purposes of 
determining DaVita’s compliance with HIPAA. 

12. At the termination of the Service Agreement, if feasible, Vendors must return 
or destroy all DaVita PHI received from, or created or received by the Vendor 
on behalf of, DaVita that the Vendor still maintains in any form and retain no 
copies of such information or, if such return or destruction is not feasible, 
extend the protections of the contract to the information and limit further uses 
and disclosures to those purposes that make the return or destruction of the 
information infeasible. 

13. To the extent any Subcontractor of a Vendor creates, receives, maintains, or 
transmits electronic DaVita PHI on behalf of the Vendor, such Vendor must 
ensure that such Subcontractor agrees to comply with the applicable 
requirements of HIPAA and the VA Privacy Requirements by entering into a 
written BAA with such Subcontractor that meets the requirements of both this 
Policy and Procedure and Vendor’s underlying Services Agreement with DaVita. 
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IV. PROCEDURES: 

A. Permitted Use and Disclosures: 

1. Vendors may access, use and/or disclose DaVita PHI, only if: 

a. Permitted by state and federal laws; and/or  

b. Allowed by one of the following: 

i. BAA and Services agreement; or 

ii. Valid HIPAA Authorization in conjunction with approval from 
DaVita. 

2. DaVita may release DaVita PHI to a Vendor, if the patient (or Personal 
Representative) has signed a valid HIPAA Authorization in accordance with 
HIPAA, when applicable. 

3. Vendors will reasonably limit the amount of DaVita PHI that they access, 
use and/or disclose to the Minimum Necessary to accomplish the permitted 
purpose. 

4. Vendors will ensure that the PHI they provide to their Subcontractors and 
agents is subject to the same restrictions that apply to the Vendor as 
described in this Policy and Procedure and under HIPAA and the VA Privacy 
Requirements, and will ensure that any Subcontractors that create, receive, 
maintain or transmit PHI on behalf of such Vendor agree to the same 
restrictions and conditions that apply to the Vendor with respect to such 
PHI. 

5. A Vendor may use DaVita non-VA Patient PHI received by the Vendor in its 
capacity as a Business Associate of DaVita, if necessary, (a) for the proper 
management and administration of the Vendor; or (b) to carry out the legal 
responsibilities of the Vendor, ONLY IF (i) the disclosure is required by law; 
or (ii) the Vendor obtains reasonable assurances from the person to whom 
the information is disclosed that it will be held confidentially and used or 
further disclosed only as required by law or for the purpose for which it was 
disclosed to such person, and the person notifies the Vendor of any 
instances of which it is aware in which the confidentiality of the information 
has been breached. 

B. Non-Permitted Use and Disclosure: 

1. Vendors will not be allowed to access, use and/or disclose DaVita PHI 
other than as permitted or required by the BAA, an underlying Services 
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Agreement, a valid HIPAA Authorization in conjunction with approval from 
DaVita, and/or state or federal law. 

2. Vendors will not sell, transfer, sub-license or disclose DaVita’s PHI to any 
Third Party. 

3. Vendors will not use or disclose DaVita’s PHI for any Marketing activities. 

4. Vendors will not use DaVita PHI to create De-identified Data or Limited 
Data Sets, without written authorization from DaVita. 

C. Safeguards: Vendors will use appropriate safeguards and comply, where 
applicable, with HIPAA’s requirements regarding electronic PHI to prevent use or 
disclosure of the DaVita PHI other than as provided for by their Service 
Agreements.  

1. Administrative: Vendors will: 

a. Have appropriate policies and procedures to protect the privacy and 
security of any DaVita PHI accessible to the Vendor and/or under the 
Vendor’s control. 

b. Maintain the confidentiality of DaVita PHI and take steps to ensure 
Vendors’ employees and agents do the same. 

c. Have procedures: 

i. For the authorization, supervision, and termination of access, 
use, and/or disclosure of DaVita PHI by their employees or 
agents. 

ii. To confirm their employees’ or agents’ access to DaVita PHI is 
appropriate and reasonable based on job functions and 
consistent with limitations of federal and state laws, and any 
applicable written agreements (e.g., BAAs, HIPAA 
Authorizations, etc.). 

2. Physical: Vendors will: 

a. Not leave paper documents and records containing DaVita PHI in plain 
sight (or face up) when unattended or at the end of each workday. 

b. Dispose of DaVita PHI in a secure fashion (e.g., shredded, remove all data 
from hard drives, etc.) and as documented in the BAA. 

c. Not discard DaVita PHI or IT Resources containing DaVita PHI in 
trashcans without first rendering the DaVita PHI unreadable and 
unusable under HIPAA and in accordance with the BAA. 
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d. Have appropriate locks on facility and office doors where DaVita PHI, on 
both paper and electronic media, may be stored. 

e. Retrieve all keys on or before an employee’s last workday, and change 
locks as appropriate for employees who have access to DaVita PHI. 

f. Include confidentiality statements on emails and faxes containing DaVita 
PHI. 

g. Have password management policies and procedures, which prohibit: 

i. Sharing passwords that can access DaVita PHI; 

ii. Keeping written records of passwords; and  

iii. Use of “remember passwords” functionalities. 

h. Require employees and agents to physically protect IT Resources 
containing DaVita PHI. 

3. Technical: Vendors will: 

a. Ensure that IT Resources under Vendor’s control that contain DaVita 
PHI are tracked, backed-up, and disposed of in a secure fashion and in 
accordance with the BAA. 

b. Require passwords to access IT Resources containing DaVita PHI. 

c. Require employees and agents to log off, or use the “lock station” 
function, of computer terminals, from which DaVita PHI may be 
accessed prior to leaving the work area. 

d. Password protect or encrypt DaVita PHI that is sent over the open 
internet. 

e. Implement appropriate security controls on any IT Resource that may 
transmit or store DaVita PHI. 

D. Security Breach Reporting: 

1. Within 72 hours of discovery of any Breach of Unsecured DaVita PHI or 
Security Incident involving DaVita PHI, Vendors will provide DaVita with the 
following information in a written report: 

a. Identify the nature of the non-permitted use or disclosure including how 
the use or disclosure was made; 

b. Identify the DaVita PHI that was used or disclosed; 
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c. If possible, identify the person or entity who improperly received the 
non-permitted disclosure; 

d. Identify what corrective action the Vendor took or will take to prevent 
further non-permitted uses or disclosures; and 

e. Identify what the Vendor did or will do to mitigate any deleterious effect 
of the non-permitted use or disclosure. 
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V. CONTACT INFORMATION 

a. If you have questions on this policy, please reach out to the Privacy Office 
at HIPAA@davita.com or (855) 472-9822. 
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